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Upfort Shield is an advanced cyber security suite that provides enterprise-grade defenses to organizations of any size. 

Through Amwins’ Cyber+ product, your clients receive the following risk mitigation services from Upfort Shield.

Shield’s Inbox Defender provides businesses with AI-powered threat detection proven to prevent phishing attacks, 

ransomware, and financial fraud.

	− Inbox Co-Pilot: Empower employees with an AI-powered “co-pilot” to flag malicious links, dangerous attachments, and 

financial fraud.

	− Link Security: Analyze the links found in all incoming emails for malicious content like phishing and malware.

	− Sender Verification: Flag “spoofed” email accounts as well as trusted contacts whose accounts have been comprised.

Fortify your infrastructure and workforce with Shield’s Browser Firewall, a lightweight, continuously updated, and powerful 

browser extension.

	− Intercept Unsafe Websites: Redirect users when they access an unsafe site used to steal sensitive info or deliver 

malicious software. 

	− NSFW Content Filter: Block employees from accessing prohibited content at work.

	− Real-time Threat Intelligence: Continuously updated automatic defenses informed by Upfort’s Consolidated Threat 

Database.

Security Training

Enlist your team to be front-line digital defenders with Cyber University.

	− Employee Security Training: Fortify your human firewall with interactive training modules designed by security experts.

	− Phishing Simulations: Launch simulated phishing attacks that mimic the latest tactics to test your team’s security 

preparedness. 

	− On-demand certificates: Generated summaries of your training efforts to comply with regulatory and contractual 

bodies.



Continuously Monitoring

Shield’s Sentry continuously scans your network for vulnerabilities along with actionable steps to address them.

	− Perimeter Threat Monitoring: Scan all internet-facing systems and receive alerts when critical vulnerabilities are 

detected. 

	− Workforce Threat Insights: Use real-time reporting of inbox, browser, and user behavior risk to identify gaps in your 

human firewall.

	− Expert Guidance: Access actionable guidance to resolve critical issues and connect with live security experts. 

	− Dark Web Monitoring: Receive alerts from automated dark web scans for leaks about your company and employees. 

*Available for an additional charge

Extended Protection*

Upfort’s Guardian platform delivers AI-powered EDR built for thoughtful SMBs.

	− Continuous Monitoring: Scan your digital infrastructure 24/7 for malicious behavior and content.

	− 360 Oversight: Holistically view your entire digital ecosystem in one unified dashboard.

	− Remote Threat Isolation: Remotely isolate devices to protect your network from advancing threats.

	− Expert Security Support: Access Upfort trained security team with guidance as issues arise


